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Background 

In the more recent decades of the information age, information technology as an industry 

has experienced continued growth as well as enormous transformations for businesses and 

consumers. Alongside the numerous positive impacts on society is a new development, an 

ongoing need, in data protection of personal information. When digital information is not firmly 

secure, new threats of identity theft, cyber attacks, and security breaches endanger the privacy of 

personal data. These accidents are grave; they threaten online privacy by stealing or exposing 

data and subjecting corporations as well as consumers to cyberattacks or misuse of personal 

information. Currently, data protection has become more and more relevant to the security 

concerns of large corporations and consumers with the general public. One social networking site 

in particular, Facebook, has come to the front lines of the “security arms race” (Matasakis & 

Lapowsky, 2018). With an election scandal and recent security issues, Facebook’s mistakes 

demonstrate the importance of data protection and privacy. In recent events, Facebook has called 

on large technology corporations holding personal information to adopt more broad views of 

responsibility. Furthermore, the use of stronger levels of data privacy and more robust security 

practices ensure that there is a better standard of online data protection for individuals and 

companies relying on keeping data security measures up-to-date. Large technology companies 

like Facebook can establish a more marketable appeal that builds a foundation of trust for its 

users and consumers.  

Within recent years, the expectation of society for progress in data security has become 

one that is reasonable and necessary : data privacy should be bound to consumer needs and 
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expectations. Social marketing appeal is an addition to the Internet economy driven by social 

networking sites like Facebook and Twitter. Facebook’s social media platform already allows 

businesses to promote new features of products and services for consumers. For instance, Apple 

advertises on Facebook the new updates that come to their operating system to allow consumers 

to be up to date on the newest uses, changes, and personalizations within their electronic devices. 

Furthermore, Apple is not the only multibillion dollar corporation to convey the upcoming 

changes for consumers before they are released to the market. Companies from large to small 

utilize social networking sites like Instagram and LinkedIn as a source of advertising and online 

presence. Even small start-up companies use online social media platforms to market their 

businesses to allow consumers to obtain their goods and services.  

With all of the content and services from social networking given, security concerns arise 

when access within social networking sites is given to users upon agreeing to terms and 

conditions. Oftentime, the terms are not simple and overly complicated for most users. Upon 

agreement, social networking sites sell personal data to large advertisers and developers. In 

reality, very few users read their sophisticated terms of agreement, but they agree anyways. 

Users consent to allowing these sites to access their services, content, and platforms to 

communicate, share information, and/or promote business. Thus these sites have convinced users 

to give up ownership of their own personal data. Consenting blindly to these binding agreements 

online is a problem. When users are not educated or informed on how personal information is 

collected or processed, there are more opportunities for other parties to misuse their data. One 

challenge to security concerns is the misuse of data by large technology companies. The 

internet's business model depends on people sharing their personal data in exchange for access to 
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content, services, and social media platforms. Therefore, Facebook makes money from you by 

selling your personal information to advertisers. Misuse of information stems from both actions 

taken by third parties who purchase personal data and the absence of being informed on privacy 

and data protection. Privacy concerns should be clearly detailed and readily addressed by 

companies when access is given to individual users. Privacy agreements outlines conditions that 

allow users both identity and autonomy that are within the scope of appropriate usage and 

behavior. Data protection is more specific term that underlies laws, policies and regulations of 

how data is handled. The laws and regulations referenced are concerned with the ways third 

parties interact with the information that they hold about us; how data is collected, processed, 

shared, stored, or used, and most importantly if it is handled with or without consent.  

Misuse of information can take on many different manifestations. In 2016 Facebook was 

involved in an election scandal, “Facebook has been roundly criticized for being slow to 

acknowledge a vast disinformation campaign run by Russian operatives on its platform” (Issac 

and Frenkel, 2018). It was stunning to much of the online community of users and the media that 

data stored by multibillion dollar corporations was not secured. Americans had been appalled 

with the misuse of data for the purpose of driving “fake news” into population with the 

underlying motive of directing outcomes in political elections. The result of these accidents 

negatively affect companies like Facebook; they lose public trust, online users, company growth, 

and they ultimately are not able to operate their once-thriving businesses. This is not the first 

time a cyberattack has breached a company holding a sizable user basis, “The Facebook bug is 

reminiscent of a much larger attack on Yahoo in which attackers compromised 3 billion accounts 

- enough for half of the world's entire population.” (Pioneer, 2018).  Companies of this scale 
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should aim to build trust. Many of their online users are actively involved in various online 

services, and these users should trust the safety of their data when using platforms like Facebook 

to bring more business to themselves as well as Facebook, by self promotion and advertisement.  

Across industries like banking and healthcare, core services will soon be digitized. One 

enormous example would be online banking, “Many financial institutions have implemented, are 

in the process of implementing, or are planning to implement some form of Internet presence by 

providing services online” (Saleh, 2003). However, even with all of these capabilities, security 

concerns about confidential information and data arise when any form of personal information is 

put onto the Internet. Many of these services will require agreement of online policies as well as 

terms and conditions for access. These industries resemble social networking sites that provide 

content and services too. Many of the businesses within those industries would be advantageous 

to take on broad views of responsibility in addition to stronger privacy settings and robust 

security practices before any online misuses or breaches of data arise.  

Legal Issues 

At the present, there are limits legally to the power and jurisdiction that government 

bodies have on data security. Even in areas where data protection is strong, legislation must keep 

up with new developments in technology. Information technology is a field that is continually 

growing and around the world, data protection is struggling to stay in line with legislation. As a 

result, data protection is not legally applied uniformly across borders; data protection policy 

often depends on what country a person is in. There is a need to establish a set of guidelines or 

policy for online privacy and security. This need is relevant internationally, for example, 

countries associated with the European Union comply to the General Data Protection Regulation 
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(GDPR). Countries who agree with the GDPR are up to date on legislative standards of how 

personal data is properly handled as well as what is categorized as personal data (Judicature, 

2018). They move forward discussions on data security across every industry by reshaping the 

ethics behind data protection.  

Ethical Issues 

The outcome of approving the GDPR, as well as the recent changes in data privacy,  has 

led to set a standard of ethics in data protection. The GDPR is something likened to the known 

prototype of universal standards in data protection. In order for data protection to become more 

widely accepted and complete, a major number of developed countries would need to come to an 

agreement on what would be acceptable data protection laws in addition how terms such as 

personal data are defined. In doing so, data protection can become more unanimous and 

overcome slight differences in perspectives and methodology among different countries.  

In another arena, the political arena, the ethics of data protection has reached a new level 

of political significance, “News broke early this year that a data analytics firm once employed by 

the Trump campaign, Cambridge Analytica, had improperly gained access to personal data from 

millions of user profiles” (Pioneer, 2018). The ethical concern here is not only improper access, 

but also the misuse of information. This event has revealed the moral gray areas of how data can 

be accessed or used. The group that carried out this strategy also misused data by employing 

“fake news” campaigns as well as advertising and driving misinformation to the public in order 

to steer the direction of a political outcome.  
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Future use  

In the near future, data protection and security could potentially breed businesses that 

provide more satisfying on demand services as well as products. These more marketable 

businesses could also advertise upcoming changes that are suggested or relevant to consumers. 

Furthermore, in order to bring the consumer back for more business, data protection and cyber 

security need to be more consistent and able in order to foster trust with users and corporations 

alike.  

 Instead of easy access upon agreement, stronger security practices can be fostered by 

providing better developed acceptable use conditions that might educate users on what risks and 

threats to data can be. These conditions could even train users in appropriate behavior and safe 

usage of platforms online. Social networking sites like Facebook should uphold standards of data 

protection like the ones previously mentioned. In addition, establishing oversight on third party 

apps from advertisers can monitor misuse or improper gain of access to personal data. 

Furthermore, Facebook should employ cyber security teams to proceed in information audits of 

third parties who are using suspicious methods and terms of service. These are a few of the ways 

that social networking sites can build trust with users to improve and promote more business. 

Recent breaches in large social networking sites like Facebook demonstrate the importance of 

data protection and privacy. Furthermore, they reveal that data is not secure to a certain standard; 

companies are not taking on full responsibility of data breaches; and users have not realized the 

extent and importance of their data footprint. Resolving these issues will boost the online 

business activity and trust that is built into social networking sites, even after data security 

breaches and scandals.  
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